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NFAC and DDO
- 9 September 1980

Extract of the Staff Meeting Minutes of 8 September 1980

The Director highlighted several items on his calendar for this week,
including the following:

--NSC meeting on Friday, 12 September for review of the Middle
East situation; the Director noted he would brief particularly
on Soviet activities in that area. Relatedly, the Director
asked Clarke and McMahon to advise him of what options the U.S. °
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As CIA. Reaches; Our,
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To Touch Someone
Ma Bell Keepf Tabs

Agency s. Contacts Are Irked
~ That Tbezz Cover IsLifted ¢
By Lxstmgson Phone Bills é

By JERRYS menxx . 4
Staft Reportero; THRW ALILSTREET JOURNAL -

WASHINGTON=-The Central Intemveme
Agency tirelessiy guardy against penelranou
of the agency by foreign spies. But gaining |
access to certain CIA information- isn't all
that difficult 1fyou havea.friend at t.he telea
phone company. - e -

‘CIA. officials place numerous Iong-dls-

NEWS SERVICE

WALL STREET JOURNAL, 8 September 1980,

Carp., Singez Co. and Amed Chemical Corp..
- The phone-traific- from: the CIA number
to Allied Chemical in Morristown, N.J., was
- especially- heavy. The Allied execunves in-
“ volved are increduldus about the leak. ...:.
‘“You must'be kidding!" exclaims one ex-

tance phone calls within the U.S. on com- ecntive whose number  appears .on: the
mercial telephione lines—lines that aren’t mnmnrmu. “You meantms stutf is gemng
regularly checked to deterthine if they are out?*- .. g
being tapped. What's more; telephone com- “Holy Moses”' says~ Bryan Grace. s
namesgenerallykeeg‘recordsofcaﬂsmxkeﬁn@ -~
charged to CIA ofﬂcu’in"order to bﬂl the ft1” oo et o
govermment for the cost:* '+ - A third" executive. ispnrhcnlariy gry
These records- usually aren’t accarded “wrhose: wmhbeﬂs'” he explodes:“rve bad
any special seeurity ons. Of course, it with them."™ :
not everyone has a friend-at the telephone: - A spnkaman mr New “York: Telephone
company, and not-every telephone employen says heris unaware of any leaks. He empha-
has access to billing information.. But some~! sizes that an employe giving out information:
one with the-right contacts can learn CIA. about. any customer’s calls *“is-putting his
telepboge numbers and get hold of the re- )obmthelineand xsliable to cnnnnal pros-
cords. Simply by dialing the numbers listed. ecutiom.'” -~

gnasthpﬁhecanread!someonethem“nl a 1 Acﬁvity" N

R 3
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Ju : can’t beheve :

- New York: Telephone-Co= for one; -
ciently iracks thedates: area todes and tete-
phone’ mumbers:- a!r—’ltmg%ismnce calls
originating fromy the-CLA field office in mid-
Manhattan—just. as it dees-for -any other

. At ClA hwdquaners in Langley. Va.

spokesman Lavon Strong. is as incredulous.
as the exeeutives about the leak. *“It sort of
boggles- my .mind,':.he:says. But then Mr.
Strong says:that thie apparent accessibility
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Not all of the long-dxstance calls would be

revealing of oficial CIA work, however.

Like many other employes in government
and in private industry, CIA employes some-
times -make- personal long-distance calls

-from their office phones. They call spouses

and girifriends, the billings indicate. They
also call travel agencies, auto-repair shops,
restairaats, “banks, friends, the YMCA,
shops, tailors and contractors. -

The CIA even called 3. supervisor at the
Morris- County;, N.J.,- Board of Social Ser-
vices. Margdret Myers, the supervisor, says
she hasn't any. idea wiy the CL' called. “1
haven’t a friend at the CIA,” sheinsists to a
reporter. ‘A bit later, her husband calls
back, identifying himself as a CIA man who
recently retired. “The telephone,” he says,
“is our worst enemny.”. . .

custorner. Collect calls-and calls made from of field-office phone records *bears out that
other locations and charged to tie field-of this is»a- non-clandestine- activity.” The
fice also~ appearon :the: office’s monthly agency plaus. to. find outhow such a leak

phonebﬂ} bmlccalcaﬂs_aren't recordedon could occur;, he adds. -

thebiﬂ. -in

Gathenng the Goods T

The CIA’s New York ﬁeld ofﬁce is one of
several in big cities that are primarily re-
sponsible for gathering intelligence informa-
tion from. scholars,. business- people, scien-
tists and-tourists-who. have just returned
from foreign- assigmment .er foreign travel,

e 2 % hrthe hxmdsof a Soviet agent, t.he tele—
r‘-phone records could be revealing. Anyone

* phioning the numbers listed on the bills could
glean valuable information about CIA activi-
ties. Because maty of the CIA calls are

made to the unlisted home phone numbers -

of agency employes who live outside the.

city,. for example, an outsider could identify

“ these empioyes and determine where th
e;peuany to coamtries in the Communist_ A &y

live. He could also learn whom the CIA con-

t sults on agency business, he could identify

In one bnsy period, the CIA placed long-
distance calls to scientists or executives at
facilites of a half-dozen corporatioms that
are active in the foreign marketplace, in-
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. CIA contacts in foreign consulates or embas-

stes, and he could locate confidential infor-
mants.
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